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1. Introducere

Acest ghid descrie procedura privind vizualizarea si accesarea certificatului
calificat stocat pe token criptografic securizat.

Certificatul dumneavoastra este stocat pe un token criptografic securizat, deci,
inainte de a incepe procedura de instalare a certificatului, trebuie sa instalati
driverele pentru tokenul pe care il utilizati.

ATENTIE!

Acest ghid face referire la urmatoarele modele de token criptografice:

it . . e .
. \\ Longmai v1, marcat cu sigla care reprezinta o cheie: A
S5
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~yr

Sau

Longmai v2, marcat cu sigla care reprezinta o bifa:

Trust
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2. Accesarea certificatului calificat

2.

1 Versiunea 1

Pentru a accesa certificatul stocat pe tokenul criptografic, trebuie sa
deschideti aplicatia CryptoIDE Certificate Utility. Dupa instalarea
driverului, aplicatia isi va crea un shortcut pe dekstop-ul dumneavoastra.

CryptolDE
Certifica...

Dupa deschiderea aplicatiei, fereastra va aparea ca in aceasta imagine:
Atentie! Tokenul criptografic trebuie sa fie conectat la calculator.

=) mToken CryptolD Certificate Utility V2.2,20.603 had —
Trans Sped
o+ TSP
v . Token
&
v @ Trans Sped QCA Field Value
?& Change User PIN "
_ Change Token Name Token Name Trans Sped QCA
=] Certificates Manufacturer Longmai
& Remote Unlock Model £
== System Information Serial Number ABBC170845CBA81C
@ About Max PIN Length 32
Min PIN Length 6 i
User PIN Try Times 10 ‘
Token State Unlocked
Total Memory 128 KB
Free Memory S99 KB
Hardware Version SCC-X
Firmware Version 3.11
Refresh
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e Pentru a va accesa certificatul, faceti efectuati click pe Certificates.

& mT - =
Trans Sped
o+ TSP
v - Token
V@TransSpedQCA Field Value
R Change User PIN
hange Token Name Token Name Trans Sped QCA
Manufacturer Longmai
s Remote Unlock Model E
= | System Information Serial Number ABBC170845CBA81C
a; About Max PIN Length 32
Min PIN Length 6
User PIN Try Times 10
Token State Unlocked
Total Memory 128KB
Free Memory 99 KB
Hardware Version SCCX
Firmware Version 311

Refresh

o 1In fereastra care se deschide, vi se va solicita si introduceti codul PIN
aferent tokenului. Introduceti codul PIN si faceti click pe Login (L).

Atentie! Introducerea gresita a codului PIN de 8 ori consecutiv va duce la blocarea

tokenului.
& mToken CryptolD Certificate Utility V2.2.20.603 4 =
Trans Sped
T
& TSP
v . Token
v X Trans Sped QCA
$\ Change User PIN
/' Change Token Name
=] Certificates Token Name:
. & Remote Unlock ¢ o)
o S & Transsped ca
User PIN: | o
Login(L) Cancel(C)
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& m ty V2.2.20.6( L1d -
v - @ Token
v @ Trans Sped QCA
§\ Change User PIN
< Change Token Name
Certificates Token Name:
(& Remote Unlock N
=1/ System Information »
o €. Trans Sped Qca
I User PIN: Iooc.oooo | 8 I
==

e Selectati certificatul si faceti click dreapta - View pentru a vedea
detaliile certificatului.

® miToken CryptolD Certificate Utility V2.2.20.603 — X
- . Trans Sped
o+ TSP
v ,I]oken v ] cont_ee65f129dae8cca385dc(Container) |
v R Trans Sped QCA v -y Signature Certificate
}\ Change User PIN =] Prenume Nima
Change Token Name B\ Public Key(
] cotentes A -
& Remote Unlock Delete Certificate

= System Information

O o

Refresh View Registration Import Certificate

Logout Export Certificate Unregistration Delete Certificate
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General Detals Certification Path

[ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identty to a remote computer
¢ Protects emai

¢0.4.0.194112.1.2
®1.36.1.4,1,39965.1.1.1

* Refer to the certification authority’s statement for detais.

Issued to: Prenume Nume

Issued by: Trans Sped QCA G2

Valid from 18/05/2020 to 18/05/2021

Issuer Statement

2.2 Versiunea 2

e Pentru a accesa certificatul stocat pe torentul criptografic, trebuie sa
deschideti aplicatia LMCryptoIDE Certificate Utility. Dupa instalarea
driverului, aplicatia isi va crea un shortcut pe desktopul dumneavoastra.

LMCryptolDE
Certificate ...
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e Dupa deschiderea aplicatiei, fereastra va aparea ca in aceasta imagine.
e Atentie! Dispozitivul criptografic trebuie sa fie conectat la calculator

n mToken CryptolD Certificate Utility V3.2.25.1110 X
I . —
TSP Trust. Sign. Preserve. moken
& Token
v @ Trans Sped QCA Field Value
?& Change User PIN
- Change Token Name Token Name Trans Sped QCA
Certificates Manufacturer Longmai
& Remote Unlock Serial Number EFBD72578A59EB4A
= System Information Max PIN Length 32
About Min PIN Length 8
User PIN Try Times 10
Token State Unlocked
Default PIN No
Total Memory 128 KB
Free Memory 96 KB
Hardware Version SCC-XE
Firmware Version 3.12
Refresh
e Pentru a va accesa certificatul faceti click pe Certificates.
n mToken CryptolD Certificate Utility V3.2.25.1110 X
TSP Trust. Sign. Preserve. moken
. Token
v @ Trans Sped QCA Field value
9\ Change User PIN
Token Name Trans Sped QCA
Manufacturer Longmai
Serial Number EFBD72578A59EB4A
=7 System Information Max PIN Length 32
ﬁ About Min PIN Length 8
User PIN Try Times 10
Token State Unlocked
Default PIN No
Total Memory 128 KB
Free Memory 96 KB
Hardware Version SCC-XE
Firmware Version 3.12
Refresh
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o In fereastra care se deschide, vi se va solicita s& introduceti codul
PIN aferent tokenului. Introduceti codul PIN si dati click pe Login (L).

Atentie! Introducerea gresita a codului PIN de 8 ori consecutiv va duce la

blocarea tokenului.

h mToken CryptolD Certificate Utility V3.2.25.1110 = X
TSP - .
Trust. Sign. Preserve. moken
v . Token
| v X2 Trans Sped QCA
i g& Change User PIN
@ Change Token Name
(=] Certificates | | c Token Name:
i & Remote Unlock .
i~k S Informati )
" &. Trans Sped QcA
User PIN: | 0
Login(L) Cancel(C)
r 3
u mToken CryptolD Certificate Utility V3.2.25.1110 = X
TSP - -
Trust. Sign. Preserve. moken
v - Token
.~ & Trans Sped QCA
: ?g Change User PIN
4 Change Tokgn Name
Certificates | e Token Name:
i & Remote Unlock .
i System Information )
o €. Trans sped Qca
User PIN: sesessss| 8
Login{L) Cancel(C)
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e Selectati certificatul si faceti click dreapta [0 View pentru a vedea detaliile

certificatului.

r-
u mToken CryptolD Certificate Utility V3.2.25.1110

Tsp\!l'rust. Sign. Preserve.

moken

General Detals Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Protects emai messages
©0.4.0.194112.1.2
©1.3.6.1.4.1,39965.1.1.1

* Refer to the certification authority’s statement for detads.

Issued to: Prenume Nume

Issued by: Trans Sped QCA G2

Valid from 18/05/2020 to 18/05/2021

Issuer Statement

v.- P \Token v =3 cont_efdd03af84e5d5b92020(Container)
v @ Trans Sped QCA v {2y Signature Certificate
% Change User PIN =] Prenume Numa '
. Change Token Name B, Public Key(R IViewI
i M] ~§ Private Keyl Export Certificate
‘& Remote Unlock
= System Information Delete Certificate
About
Refresh View Registration Import Certificate
Logout Export Certificate Unregistration Delete Certificate
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